
XML THREAT MANAGEMENT (XTM)
CONTENT PROCESSOR

The transaction-intensive environment of Web
Services, AJAX, and other XML messaging
standards requires a secure, reliable network with
clean and accurate data reaching endpoints. XML
applications are vulnerable to special variants of
many of the same exploits (maliciously corrupted
data, denial of service, intrusions) carried by other
kinds of network traffic and capable of bringing
down enterprises and triggering wide-swath
disruption. Protecting the network from such XML-
borne exploits has become a matter of business-
critical urgency.

Tarari XML Threat
Manager (XTM™)
Content Processor
delivers fundamental XML
security to the network
infrastructure. Tarari XTM,
scalable to 10Gbps,
ensures XML traffic is
clean, safe and accurate.
Using the industry’s first
XML security content
processor to support true
packet-oriented
streaming and
configurable adaptive
threat detection
capabilities, Tarari XTM
analyzes every message
at line speed for well-
formedness, XML denial-
of-service attacks, and
anomalies that may point
to intrusions. XTM
eliminates malicious or
unwanted content before
it reaches the
applications and servers
processing XML. XTM can
stop attacks without
known signatures (“first-
day” attacks) and can
often do so on the very
first packet.

The Need for XML Threat Management

Typical network security devices and appliances
are built to scan packets for viruses, spam, and
certain kinds of intrusions and attacks but cannot
deal with the application- and semantic-level threats
possible with XML traffic. They do not deliver the full-
spectrum security that the XML-enabled, application-
aware network requires. XML firewalls, which perform
schema validation and basic checks against parser
attacks, are not designed for first-line perimeter
security; they do not support algorithms capable of

scanning for semantic attacks at network
speeds. Schema validation, the main line of
semantic defense, leaves a wide-open security
breach – most schemas allow an infinite
number of valid documents but applications
can only handle a tiny subset. Tarari XTM
makes a critical addition to deterministic
defenses with the ability to learn to recognize
patterns in XML traffic and to detect and
report anomalies, often on the very first
packet.

A Hardened Hardware Solution

Tarari XTM Content Processor is the result of
four years of research and development of
silicon for XML network security. A chip-based
solution provides critical benefits:

• Bullet-proof security: Hardware-
based XML processing is immune to all 
known parser attacks

• Full content inspection: Only parallel 
hardware can do semantic threat analysis 
on full message content in linear time

• Plug-in integration: Does not depend on 
the software environment of the appliance, 
which is often minimal, and does not rob 
CPU cycles

• Outstanding Performance: scales up
to 10Gbps
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Summary of Benefits

• Tarari XTM™ allows original

equipment/design manufacturers

(OEMs/ODMs) to add powerful, easy-

to-implement XML threat management

to existing network security devices

• XTM supplements existing defenses

with a full-spectrum approach for

networks carrying business-critical XML

• Patent-pending algorithms detect

XML-borne attacks with greater

protection and higher throughput than

XML firewalls

• XTM silicon results in low price/high

performance ratio and broad options

for integration into low- to high-end

network security devices

• Tarari's XML RAX Content Processor

(RAX-CP) complements XTM with

layered capabilities for any complex

XML processing task (content-based

routing, parsing, XPath, SOAP, XML

Security, schema validation, XSLT)



Tarari Content Processors are hardware-based subsystem
building blocks (silicon and software) that are easily integrated
into servers, appliances and network devices to allow control
and inspection of complete messages and rich data at much
greater speeds than previously possible. Tarari Content
Processors ensure that the information in the payloads of these
messages can be intelligently accessed and processed while
maintaining network speeds.
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The Opportunity for OEMs/ODMs

OEMs/ODMs can now easily integrate XML threat
protection into existing products and take
advantage of a need not addressed by the older
generation of network security devices or XML
firewalls. They can offer their customers robust
defense built around Tarari XTM silicon to protect
the quality of service on the network, the
performance of XML application servers, and the
security of the enterprise.

Tarari: Leader in XML Security and
Performance

Tarari offers a complete portfolio of XML security
and high-performance technologies including XTM
and RAX (Random Access XML) content processors
and hardware-accelerated XSLT and RAX-J
Enterprise APIs. Tarari XML technology is available
today inside network security devices,
application-aware networking appliances, XML
Gateways and Firewalls, VoIP servers and other
types of equipment.

Features

XML Well-formedness Check on Every 
Message
• Accelerated XTM check in dedicated hardware
• Basic protection for host processing 

environment against non-malicious message 
corruption

Robust XDoS Attack Detection
• Hardware-accelerated detection of XML-

specific parser attacks (examples: recursive 
payload, element/attribute name size, jumbo   
payload, malformed XML such as dangling 
XML and unclosed tags)

Message Anomaly Detection
• Configurable adaptive learning mode for 

recognition of message traffic pattern and 
first-packet identification of anomalies

• XTM “tolerance” level adjustable to any 
percentage of acceptable anomaly

• 20 times more throughput than Schema 
Validation while providing tighter, superior 
threat detection

XML Stream/Packet Processing Scales to 
10Gbps

• Designed to work with network packet-
processing

• Transparent stream and context management
• Manages very large numbers of interleaved 

streams

XTM Sandbox
• Hardened, full content inspection security
• No known vulnerabilities to XML software 

attacks
• Stateless machine immune to buffer overflow 

attacks

Simple Integration
• Hardware-based plug-in card or chip solution
• Minimal requirements on host environment
• Does not rob CPU cycles from host or network 

processor



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


